NERC CIP Compliance

This document is intended to give a point by point summary of how the AuthentX™ Identity Management

System for Physical and Logical Access Control both complies with and can help your utility achieve NERC CIP

compliance.

NERC CIP-004: Personnel and Training

CIP-004-6 R3.4

Criteria or process for verifying that personnel risk assess-
ments performed for contractors or service vendors are
conducted according to Parts 3.1 through 3.3.

XTec’s vetted employees and contractors will have access
to your organization’s user database. Because we serve
federal clients all of our data center employees have at
least a Secret clearance. Background information for this
clearance goes back between ten years and the person’s
lifetime. The clearance is renewed every five years.

CIP-004-6 R3.5

Process to ensure that individuals with authorized elec-
tronic or authorized unescorted physical access have had a
personnel risk assessment completed according to Parts
3.1 to 3.4 within the last seven years.

The date of the employee’s most recent personnel risk
assessment can be stored in AuthentX and read from
there when needed. If the employee has not had a new
PRA seven years later, their physical and electronic access
to BES Cyber Systems will be disabled, although you can
set a different expiration period if preferred.

CIP-004-6 R4.1.1 and R4.1.2

Process to authorize based on need, as determined by the
Responsible Entity, except for CIP Exceptional Circum-
stances: 4.1.1. Electronic access; 4.1.2. Unescorted physi-
cal access into a Physical Security Perimeter .

A single XTec PIV card can be used to authorize both physi-
cal access to facilities and electronic access to personal
systems and the network(s) they are attached to. All ac-
cess is logged.

CIP-004-6 R4.1.3

Process to authorize based on need, as determined by the
Responsible Entity, except for CIP Exceptional Circum-
stances: 4.1.3. Access to designated storage locations,
whether physical or electronic, for BES Cyber System Infor-
mation.

XTec stores the customer’s user database in our three geo-
graphically dispersed data centers. Our data centers are
staffed entirely by vetted XTec employees and contractors.
Therefore, AuthentX can provide XTec’s power industry
customers the specific access authorization evidence re-
quired for compliance with this requirement.

CIP-004-6 R4.2

Verify at least once each calendar quarter that individuals
with active electronic access or unescorted physical access
have authorization records.

Whenever needed, AuthentX can provide a list of all users
provisioned for physical or electronic access to any Cyber

Asset. This can be compared to the list(s) of users author-
ized to access each asset.




NERC CIP-004: Personnel and Training

CIP-004-6 R4.3

For electronic access, verify at least once every 15 calen-
dar months that all user accounts, user account groups, or
user role categories, and their specific, associated privileg-
es are correct and are those that the Responsible Entity
determines are necessary.

AuthentX includes a full Roles capability. The Roles mod-
ule shows all permissions that are tied to each role, allow-
ing the administrator to determine whether they are ap-
propriate and make changes as required.

CIP-004-6 R4.4

Verify at least once every 15 calendar months that access
to the designated storage locations for BES Cyber System
Information, whether physical or electronic, are correct
and are those that the Responsible Entity determines are
necessary for performing assigned work functions.

Some NERC entities classify their user database as BCSI.
XTec stores the customer’s user database in our three da-
ta centers. Our data centers are staffed entirely by vetted
XTec employees and contractors. Both physical and logical
access to the database is strictly controlled, and we regu-
larly verify that all access is necessary. Therefore, XTec can
provide our power industry customers the required evi-
dence that we have verified employee access to BCSI stor-
age locations at least every 15 months.

CIP-004-6 R5.1

A process to initiate removal of an individual’s ability for
unescorted physical access and Interactive Remote Access
upon a termination action, and complete the removals
within 24 hours of the termination action.

All of an individual’s physical access to facilities and elec-
tronic access to systems will be removed within one hour
or less of the termination being entered in AuthentX. Also,
if the remote system used by the individual to conduct
Interactive Remote Access is authenticated by AuthentX,
the user will not be able to conduct IRA as soon as their
account is disabled in AuthentX.

CIP-004-6 R5.2

For reassignments or transfers, revoke the individual’s au-
thorized electronic access to individual accounts and au-
thorized unescorted physical access that the Responsible
Entity determines are not necessary by the end of the next
calendar day following the date that the Responsible Entity
determines that the individual no longer requires reten-
tion of that access.

All of an employee’s physical access to facilities and elec-
tronic access to systems will be revoked within one hour
of the reassignment or transfer being entered in Au-
thentX.

CIP-004-6 R5.3

For termination actions, revoke the individual’s access to
the designated storage locations for BES Cyber System In-
formation, whether physical or electronic (unless already
revoked according to Requirement R5.1), by the end of the
next calendar day following the effective date of the termi-
nation action.

XTec stores the customer’s user database in our three da-
ta centers. Our data centers are staffed entirely by vetted
XTec employees and contractors, all of whom have Secret
clearances. Therefore, XTec can provide our power indus-
try customers the specific access revocation evidence re-

quired for compliance with this requirement.
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NERC CIP-004: Personnel and Training

CIP-004-6 R5.4

For termination actions, revoke the individual’s non-
shared user accounts (unless already revoked according to
Parts 5.1 or 5.3) within 30 calendar days of the effective
date of the termination action.

All of an employee’s access to non-shared user accounts
will be revoked within one hour or less of the termination
being entered in AuthentX.

NERC CIP-005: Electronic Security Perimeter

CIP-005-6 R2.2

For all Interactive Remote Access sessions, utilize encryp-
tion that terminates at an Intermediate System.

XTec supports any VPN software that supports X.509 cer-
tificates.

CIP-005-6 R2.3

Require multi-factor authentication for all Interactive Re-
mote Access sessions.

XTec PIV cards can authenticate using a certificate, PIN, or
fingerprint scan, so the same card the remote employee
uses to sign into their system while at work can authenti-
cate them when conducting IRA remotely, if the remote
system is also protected by AuthentX.
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NERC CIP-006: Physical Security for BES Cyber Systems

CIP-006-6 R1.2

Utilize at least one physical access control to allow unes-
corted physical access into each applicable Physical Securi-
ty Perimeter to only those individuals who have authorized
unescorted physical access.

The XTec PIV card provides three authenticators of an in-
dividual’s identity, including possession of the card itself, a
PIN and the fingerprint scan.

CIP-006-6 R1.3

Where technically feasible, utilize two or more different
physical access controls (this does not require two com-
pletely independent physical access control systems) to
collectively allow unescorted physical access into Physical
Security Perimeters to only those individuals who have
authorized unescorted physical access.

AuthentX can provide access logs in almost any format
required.

NERC CIP-007: Systems Security Management

CIP-007-6 R1.1

Where technically feasible, enable only logical network
accessible ports that have been determined to be needed
by the Responsible Entity, including port ranges or services
where needed to handle dynamic ports. If a device has no
provision for disabling or restricting logical ports on the
device then those ports that are open are deemed needed.

PACS

AuthentX requires only three specific logical ports to be
open; XTec can provide the technical reasons why they
need to be open.

CIP-007-6 R2.1

A patch management process for tracking, evaluating, and
installing cyber security patches for applicable Cyber As-
sets. The tracking portion shall include the identification of
a source or sources that the Responsible Entity tracks for
the release of cyber security patches for applicable Cyber
Assets that are updateable and for which a patching
source exists.

PACS

XTec is the sole patch source for AuthentX. We remotely
apply the firmware updates to the XNode. We can provide
the documentation needed to comply with all of the parts
of CIP-007 R2.

CIP-007-6 R2.2

At least once every 35 calendar days, evaluate security
patches for applicability that have been released since the
last evaluation from the source or sources identified in
Part 2.1.

PACS

XTec is the sole patch source for AuthentX. We remotely
apply the firmware updates to the XNode. We can provide
the documentation needed to comply with all of the parts
of CIP-007 R2.
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NERC CIP-007: Systems Security Management

CIP-007-6 R2.3

For applicable patches identified in Part 2.2, within 35 cal-
endar days of the evaluation completion, take one of the
following actions: - Apply the applicable patches; or - Cre-
ate a dated mitigation plan; or - Revise an existing mitiga-
tion plan. Mitigation plans shall include the Responsible
Entity’s planned actions to mitigate the vulnerabilities ad-
dressed by each security patch and a timeframe to com-
plete these mitigations.

PACS

XTec is the sole patch source for AuthentX. We remotely
apply the patches to the XNode. We can provide the docu-
mentation needed to comply with all of the parts of CIP-
007 R2.

CIP-007-6 R4.1

Log events at the BES Cyber System level (per BES Cyber
System capability) or at the Cyber Asset level (per Cyber
Asset capability) for identification of, and after-the-fact
investigations of, Cyber Security Incidents that includes, as
a minimum, each of the following types of events: 4.1.1.
Detected successful login attempts; 4.1.2. Detected failed
access attempts and failed login attempts; 4.1.3. Detected
malicious code.

For BES Cyber Systems, BES Cyber Assets, and Protected
Cyber Assets protected by PIV card technology, XTec can
log successful login attempts, failed access attempts and
failed login attempts.

PACS

AuthentX can log successful login attempts, failed access
attempts and failed login attempts .

CIP-007-6 R4.2

Generate alerts for security events that the Responsible
Entity determines necessitates an alert, that includes, as a
minimum, each of the following types of events (per Cyber
Asset or BES Cyber System capability): 4.2.1. Detected ma-
licious code from Part 4.1; and 4.2.2. Detected failure of
Part 4.1 event logging.

For BES Cyber Systems and Protected Cyber Assets, XTec
can generate alerts for detected malicious code from Part
4.1, and for failure of Part 4.1 event logging.

PACS

AuthentX can generate alerts for detected malicious code
from Part 4.1, and for failure of Part 4.1 event logging.

CIP-007-6 R5.1

Have a method(s) to enforce authentication of interactive
user access, where technically feasible.

XTec’s PIV card, along with the AuthentX IDMS, authenti-
cates interactive user access to BES Cyber Systems and
Protected Cyber Assets.

PACS

AuthentX authenticates interactive user access to the sys-
tem itself using the user’s PIV card.

CIP-007-6 R5.3

Identify individuals who have authorized access to shared
accounts.

The need for shared accounts goes away when each user
only has to insert their PIV card in order to access a sys-
tem.

XTec, Inc.

Miami, FL | Reston, VA
sales@xtec.com | xtec.com




NERC CIP-007: Systems Security Management

CIP-007-6 R5.4

Change known default passwords, per Cyber Asset capabil-
ity.

When the user authenticates with a PIV card, default pass-
words cannot be utilized.

CIP-007-6 R5.5

For password-only authentication for interactive user ac-
cess, either technically or procedurally enforce the follow-
ing password parameters: 5.5.1. Password length that is, at
least, the lesser of eight characters or the maximum length
supported by the Cyber Asset; and 5.5.2. Minimum pass-
word complexity that is the lesser of three or more differ-
ent types of characters (e.g., uppercase alphabetic, lower-
case alphabetic, numeric, nonalphanumeric) or the maxi-
mum complexity supported by the Cyber Asset.

With XTec PIV cards and card readers, there is no need to
have complex passwords. This is because the PIV card pro-
vides three authenticators of an individual’s identity, in-
cluding possession of the card itself, a PIN and the finger-
print scan.

CIP-007-6 R5.6

Where technically feasible, for password-only authentica-
tion for interactive user access, either technically or proce-
durally enforce password changes or an obligation to
change the password at least once every 15 calendar
months.

With XTec PIV cards and card readers, there is no need for
passwords, just a PIN .

CIP-007-6 R5.7
Where technically feasible, either:

- Limit the number of unsuccessful authentication
attempts; or

- Generate alerts after a threshold of unsuccessful authen-
tication attempts.

When users are authenticated using PIV cards, there is no
password for an attacker to guess. Any attempt to use an
invalid PIV card will be immediately blocked, logged and
alerted on. Any use of a valid card by a user other than the
user whose fingerprint scan is stored on the card will be
immediately blocked, logged and alerted on. Any attempt
to enter a PIN more than a certain number of attempts
(set by the organization) will be blocked, logged and alert-
ed on.
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NERC CIP-010: Configuration Change Management

CIP-010-3 R1.1

Develop a baseline configuration, individually or by group,
which shall include the following items: 1.1.1. Operating
system(s) (including version) or firmware where no inde-
pendent operating system exists; 1.1.2. Any commercially
available or open-source application software (including
version) intentionally installed; 1.1.3. Any custom software
installed; 1.1.4. Any logical network accessible ports; and

PACS

The XNode is a sealed device updated remotely by XTec.
This means that XTec can provide you the baseline config-
uration of the XNode whenever you need to have it, in-
cluding all updates that have been applied.

NERC CIP-011: Information Protection

CIP-011-2 R1.2

Procedure(s) for protecting and securely handling BES
Cyber System Information, including storage, transit, and
use.

If your organization identifies the user database stored at
XTec’s data centers as BCSI, we will be able to comply with
your information protection plan’s requirements for pro-
tecting and securely handling BES Cyber System Infor-
mation, including storage, transit, and use.

For example, both the user database and the media on
which it is installed are encrypted, and all data in transit
both to and from our data centers is encrypted with TLS.

CIP-011-2 R2.1

Prior to the release for reuse of applicable Cyber Assets
that contain BES Cyber System Information (except for re-
use within other systems identified in the “Applicable Sys-
tems” column), the Responsible Entity shall take action to
prevent the unauthorized retrieval of BES Cyber System
Information from the Cyber Asset data storage media.

XTec is the only tenant in its three data centers, which are
operated by vetted XTec employees and contractors.

Once a system is no longer needed for use in our data cen-
ters, we always destroy the storage media; we do not re-
use any media. We can provide all required evidence that
we have done this for every device on which your organi-
zation’s user database was stored, in whole or in part.

CIP-011-2 R2.2

Prior to the disposal of applicable Cyber Assets that con-
tain BES Cyber System Information, the Responsible Entity
shall take action to prevent the unauthorized retrieval of
BES Cyber System Information from the Cyber Asset or
destroy the data storage media.

Because most of XTec’s other customers are federal agen-
cies and are required to follow the NIST SP 800-53 frame-
work, XTec already makes all information stored on Cyber
Assets unavailable upon disposal, by physically destroying
the storage media. XTec can also provide all required evi-
dence that we did this in every instance in which a system
containing a customer’s user data was disposed of.
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The following apply to low impact assets and BES Cyber Systems.

NERC CIP-003: Security Management Controls

CIP-003-8 R2 Attachment 1 Section 2

Physical Security Controls: Each Responsible Entity shall
control physical access, based on need as determined by
the Responsible Entity, to (1) the asset or the locations of
the low impact BES Cyber Systems within the asset, and (2)
the Cyber Asset(s), as specified by the Responsible Entity,
that provide electronic access control(s) implemented for
Section 3.1, if any.

A single XTec PIV card can be used for physical access to a
low impact Control Center, transmission substation or
generating station, as well as to the low impact BES Cyber
Systems located at the asset.

This same card can be used for access to medium and high
impact facilities and BCS as well.

CIP-003-8 R2 Attachment 1 Section 3.1

Electronic Access Controls: For each asset containing low
impact BES Cyber System(s) identified pursuant to CIP-002,
the Responsible Entity shall implement electronic access
controls to:

3.1 Permit only necessary inbound and outbound electron-
ic access as determined by the Responsible Entity for any
communications that are:

i. between a low impact BES Cyber System(s) and a Cyber
Asset(s) outside the asset containing low impact BES Cyber
System(s);

ii. using a routable protocol when entering or leaving the
asset containing the low impact BES Cyber System(s); and

iii. not used for time-sensitive protection or control func-
tions between intelligent electronic devices (e.g., commu-
nications using protocol IEC TR61850-90-5 R-GOOSE).

A NERC drafting team is currently drafting CIP-003-9,
which will possibly require encryption and multi-factor au-
thentication of vendor remote access sessions. If the ven-
dor has deployed PIV cards to authenticate their employ-
ees (whether or not they are XTec PIV cards), they will be
accepted by AuthentX.
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